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A HARDWARE AND DATA REDUNDANT 
ARCHITECTURE FOR NODES IN A COMMUNICATIONS SYSTEM 

BACKGROUND OF THE INVENTION 

Technical Field of the Inv ention 

The present invention relates to communications 
systems and, in particular, to an architecture for 
5 providing both hardware and data redundancy to 

individual nodes in a communications system* The 
present invention is particularly applicable to 
providing such redundancy for system nodes utilizing 
data bases, for example, mobile telephone network home 
10 or visitor location registers . 

Description of Related Art 

The mobile switching center of a mobile telephone 
network includes a plurality of data bases which are 
consulted by the center during the establishment of a 

15 telephone connection within the mobile telephone 

network. These data bases include a home location 
register and a visitor location register which comprise 
platforms for storing in a data base format both static 
(i.e., non-changing) and dynamic (i.e., changing) data 

20 related to the subscribers. 

The static data stored in the registers includes, 
for example, a list of identifiers for cooperating 
exchanges interconnected with the mobile switching 
center, an identification of the services (like 

25 transfer on busy) permitted for use by each subscriber, 
and the parameters associated with such services (like 
a fixed C number) . The foregoing examples of data, as 
well as other types of static data, are entered into 
the data base and may be modified only by the 

30 administrator for the registers. The dynamic data on 
the other hand includes, for example, subscriber 
defined service data (like a variable C number), mobile 
station location data (with respect to both the mobile 
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switching center and the base station) , and mobile 
station activity data (like mobile station on/off 
status) . This data, as well as other types of dynamic 
data, are entered into the data base and may be 
5 modified at any time by the subscriber, by the mobile 
station, or by the network in a manner that is 
transparent to the subscriber. 

Because the home location register contains the 
data needed to establish a telephone connection within 

10 the mobile telephone network, the failure of the 

platform for the home location register will deprive a 
substantial number of subscribers of the capability of 
receiving or originating a telephone call. It is 
further important to remember that it is not only the 

15 platform, but also the static and dynamic data stored 
thereon, that are critical to the establishment of the 
telephone connection. Accordingly, there is a need for 
a system capable of handling a home location register 
platform failure from not only the hardware point of 

20 view, but also with respect to maintaining the 
integrity of the static and dynamic data stored 
thereon. Such a system will have applications in any 
data base system or communications system node wherein 
redundancy is required. 

25 

SUMMARY OF THE INVENTION 

An architecture is presented for providing 
hardware and data redundancy to individual nodes in a 
data communications system, along with a method for 

30 redundant data handling communications by the 

individual nodes. The method further provides for the 
restoration of accurate data following a node failure. 
This architecture utilizes multiple platforms in each 
node of the data communications system, with the 

35 multiple platforms being presented in varying 
configurations . 

In one embodiment of the present invention, the 
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10 



multiple platforms are paired in a master/slave 
relationship and connected to a network. All network 
users are redundantly connected for communications to 
both platforms through signal routers that render the 
existence of the multiple platforms transparent to the 
network. The master platform is given the primary 
responsibility for handling (i.e., processing and 
responding to) data communications. Thus, all data 
communications are routed by the signal routers to the 
master platform. The slave platform is copied to by 
the master platform with the communications that when 
processed result in the modification of data stored in 
the master platform. Copying of such communications to 
the slave platform maintains data integrity across the 
15 data communications system and gives the slave platform 
the information necessary to take over processing tasks 
from the master platform in the event of a failure. 
When a master platform failure occurs and is detected, 
the signal routers automatically and transparently 
20 route data communications to the slave platform instead 
of to the master platform for handling. 

In another embodiment of the present invention, 
each one of a number of included platforms is assigned 
responsibility for only a portion of the total user 
25 population. Thus, the multiple platforms share 

processing load responsibilities for the overall user 
load. At the same time, however, all network users are 
redundantly connected for communications through the 
signal routers to each of the platforms. The data 
30 communications that when processed result in the 

modification of data stored in a platform are copied 
between the platforms. Copying of such communications 
between platforms maintains data integrity across the 
data communications system and gives each platform 
35 access to the information necessary to take over 

processing tasks from another platform in the event of 
a platform failure. When a platform failure occurs and 
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is detected, the signal routers automatically and 
transparently route data communications instead to one 
of the remaining functional platforms for handling. 

The system and method of the present invention are 
5 especially useful in providing hardware and data 

redundancy for the data bases comprising the location 
registers (home or visitor) maintained in the mobile 
switching center of a mobile telephone system. It is 
in connection with this particular application that the 

10 preferred embodiments of the present invention will be 
described. However, as the system and method of the 
present invention are applicable to any node in a data 
communications system and/or to any data base system 
wherein redundancy as to both hardware and data is 

15 needed or useful, it will be understood that the 

description of present invention in the context of 
redundant home location registers provided herein is by 
way of explanation of the invention rather than of 
limitation of the scope of the invention. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the method and 
apparatus of the present invention may be had by 
reference to the following Detailed Description when 
25 taken in conjunction with the accompanying Drawings 
wherein: 

FIGURE 1 is a block diagram of a conventional 
mobile switching center including a home location 
register; 

30 FIGURE 2 is a block diagram of a first embodiment 

of the present invention comprising redundant home 
location register platforms presented in a master/slave 
configuration ; 

FIGURE 3 is a flow diagram illustrating the 
35 processing steps for handling received service request 
messages in the system of FIGURE 2; 

FIGURE 4 is a flow diagram illustrating the 
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processing steps for handling a master home location 
register platform failure and any service request 
messages received thereafter in the system of FIGURE 2; 

FIGURES 5A and 5B are flow diagrams illustrating 
5 the processing steps of two methods for restoring 
subscriber data in a failed home location register 
platform in the system of FIGURE 2; 

FIGURE 6 is a block diagram of a second embodiment 
of the present invention comprising redundant home 
10 location register platforms presented in a load sharing 
con f igurat ion ; 

FIGURE 7 is a flow diagram illustrating the 
processing steps for handling received service request 
messages in the system of FIGURE 6; 
15 FIGURE 8 is a flow diagram illustrating the 

processing steps for handling a home location register 
platform failure and any service request messages 
received thereafter in the system of FIGURE 6; 

FIGURES 9A and 9B are flow diagrams illustrating 
20 the processing steps for restoring subscriber data in a 
failed home location register platform in the system of 
FIGURE 6; and 

FIGURE 10 is a block diagram of a load sharing 
configuration for linking more than two redundant home 
25 location register platforms. 

DETAILED DESCRIPTION OF EMBODIMENTS 

Referring now to FIGURE 1, there is shown a block 
diagram of a conventional mobile switching center 10 

30 comprising an exchange 12 and a mobile telephony 
subsystem 14. The mobile telephony subsystem 14 
includes a plurality of data bases 16 for storing both 
static (i.e., non-changing) and dynamic (i.e., 
changing) data related to the subscribers of the mobile 

35 telephone system. These data bases comprise a home 

location register 18 and a visitor location register 20 
that are consulted by the center during the 
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establishment of a telephone connection within the 
mobile telephone network and through a base station 2 6 
to a subscriber mobile station 24. The exchange 12 is 
further connected to the public switched telephone 
5 network 22. The home location register 18 and visitor 
location register 20 also process service request 
messages from the components of the telephone system. 
Examples of commonly responded to service request 
messages are: Registration-Notification; Registration- 

10 Cancellation; and Service-Profile-Request. 

The static data stored in the data bases 16 
includes, for example, a list of identifiers for 
cooperating exchanges interconnected with the mobile 
switching center 10, an identification of the services 

15 (like transfer on busy) permitted for use by each 

subscriber, and the parameters associated with such 
services (like a fixed C number) . This data, as well 
as other types of static data known to those skilled in 
the art, is entered into the data bases 16 and may be 

20 modified only by a data base administrator 28 provided 
within the mobile switching center 10. The dynamic 
data, on the other hand, includes, for example, 
subscriber defined service data (like a variable C 
number) , mobile station 24 location data (with respect 

25 to both the mobile switching center 10 and the base 
station 26) , and mobile station activity data (like 
mobile station on/off status) . This data, as well as 
other types of dynamic data known to those skilled in 
the art, is entered into the data bases 16 and may be 

30 modified at any time by the subscriber, by the mobile 
station 24, or by the network 22 in a manner 
transparent to (i.e., without the knowledge or 
participation of) the subscriber. 

The mobile telephony subsystem 14 further includes 

35 an authentication center 30 that provides 

authentication parameters for preventing subscribers 
from falsely assuming the identity of another 
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subscriber, and encryption parameters for encrypting 
transmitted information when necessary. Further 
detailed description of the functional operation and 
configuration of the conventional mobile switching 
5 center 10 or its component parts is deemed unnecessary 
as such information is well known to those skilled in 
the art. 

Referring now to FIGURE 2 , there is shown a block 
diagram of a first embodiment of the present invention 
10 wherein the mobile switching center includes redundant 
home location register (HLR) platforms 18' comprising a 
master home location register platform 32 and a slave 
home location register platform 34. The home location 
register platforms 32 and 34 include alarms 4 2 and 
15 interface with the network 3 6 of the mobile switching 
center through a pair of signal transfer points (STPs) 
38 and 40. It should be recognized that the signal 
transfer points 38 and 40 render the existence of 
multiple home location register platforms 32 and 34 
20 transparent to the network 36. By -transparent" it is 
meant that the network 36 is unaware of either the 
existence of multiple home location register platforms 
32 or 34 or of which platform is responding to network 
service request messages. 
25 The network 36 is connected to the first signal 

transfer point 38 via communications link 44, and is 
connected to the second signal transfer point 40 via 
communications link 46. Another communications link 48 
is provided between the first and second signal 
30 transfer points 38 and 40. The master home location 
register platform 32 is connected to the first signal 
transfer point 38 via communications link 50, and is 
connected to the second signal transfer point 40 via 
communications link 52. Similarly, the slave home 
35 location register platform 34 is connected to the first 
signal transfer point 38 via communications link 54, 
and is connected to the second signal transfer point 40 
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via communications link 56. The master home location 
register platform 32 and the slave home location 
register platform 34 are further connected to a home 
location register administrator 58 through an interface 
5 60 and a pair of communications links 62 and 64, The 
interface 60 facilitates concurrent administrator 58 
communications access to both the master and slave home 
location register platforms 32 and 34- Although shown 
as single links, the communications links shown in 
10 FIGURE 2 may comprise multiple parallel links as 
necessary . 

The master home location register platform 32 is 
given the primary responsibility for handling (i.e., 
processing and responding to) network communications 

15 service request messages. In operation of the system, 
as will be described in more detail herein, all service 
request messages are routed by the signal transfer 
points 38 and 40 to the master home location register 
platform 32. The slave home location register platform 

20 34 is copied to by the master home location register 
platform 32 using the signal transfer points 38 or 40 
with relevant messages in order to maintain dynamic 
data integrity and give the slave platform access to 
the information necessary to take over from the master 

25 platform in the event of a platform failure. 

Reference is now made to FIGURES 2 and 3, wherein 
FIGURE 3 is a flow diagram illustrating the processing 
steps for handling received service request messages by 
the master and slave home location register platforms 

30 32 and 34, respectively, in the system of FIGURE 2. 

Each service request message includes a direct point 
code identifying the home location register platform 32 
or 34 designated for handling the message. In the 
master/slave configuration of FIGURE 2, the master home 

35 location register platform 32 preferably handles all 
messages unless it is determined that the master 
platform is not serving the network 36 (i.e., there is 
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a platform failure)- Accordingly, in step 66, the 
network administrator 58 configures the home location 
register platforms 32 and 34 in a master/slave 
configuration by designating the master home location 
5 register platform 32 to serve all network service 
request messages • 

In response to the receipt of a message from the 
network 36, the signal transfer points 38 and 4 0 then 
route the message via alternate routing paths only to 

10 the master home location register platform 32 (step 

68) . For example, when the first signal transfer point 
38 receives the message over link 44, it first attempts 
to route the message over communications link 50. If 
this fails, the first signal transfer point 38 passes 

15 the message to the second signal transfer point 4 0 via 
link 48 for transmission to the master home location 
register platform 32 over communications link 52. Two 
paths are similarly provided to the master home 
location register platform 32 from the second signal 

20 transfer point 40 (link 52 or links 48 and 50) for 
carrying messages received over link 46. Thus, 
redundant/alternate communications paths are provided 
from the signal transfer points 38 and 40 for carrying 
messages to the master home location register platform 

25 32. This data link redundancy provides alternative 
message paths and addresses concerns over potential 
communications link failures that would otherwise 
prevent the network 36 from accessing an operating 
master home location register platform 32. 

30 Upon receipt of the message, the master home 

location register platform 32 forwards the message to 
the appropriate application for processing (step 70) . 
The application processes the message and generates an 
appropriate response (step 72). This response is then 

35 forwarded by the master home location register platform 
32 back to the network 36 via the signal transfer 
points 38 or 40 (step 74) . 
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The master home location register platform 32 
further makes a determination as to whether the 
received message should also be sent to the slave home 
location register platform 34 (step 76) . This decision 
5 is made based on whether the processing of the message 
in the application will result in a modification of the 
stored dynamic data* If a modification in the stored 
dynamic data will occur, the master home location 
register platform 3 2 copies the message (step 78) and 

10 directs the copied message back through the signal 
transfer points 38 or 4 0 in accordance with routing 
instructions to the slave home location register 
platform 34 (step 80) • The slave home location 
register platform 34 then responds like the master 

15 register platform by forwarding the message to the 
appropriate application (step 82) resulting in a 
modification of the dynamic data stored therein and the 
generation of a response (step 83) . In this case, 
however, the generated response is ignored (step 84) by 

20 the slave platform and not sent to the network 3 6 

because the slave home location register platform 34 
has not been designated by the administrator 58 to 
service network requests. 

Following processing of the received message in 

25 accordance with the steps described above, both home 

location register platforms 3 2 and 34 include the same 
stored dynamic data. In the event the master home 
location register platform 32 should thereafter fail, 
the slave home location register platform 34 possesses 

30 all the dynamic data necessary to transparently take 
over responding to network service requests. 

Reference is now made to FIGURES 2 and 4 , wherein 
FIGURE 4 is a flow diagram illustrating the processing 
steps for handling the failure of a master home 

35 location register platform 32, and for the handling by 
the slave home location register platform 34 of any 
service requests received thereafter. Following 
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detection of a failure of the master home location 
register platform 3 2 by either or both the 
administrator 58 or the signal transfer points 38 and 
40 (step 86) , the administrator reconfigures the home 
5 location register platforms 32 and 34 by now 

designating the slave home location register platform 
34 to serve all network requests (step 88) . 

In response to the receipt of a message from the 
network 36, the signal transfer points 38 and 40 

10 automatically and transparently route the message to 

the slave home location register platform 32 (step 90) . 
In this connection, "transparently" again means that 
the network 36 is unaware of either the existence of 
multiple home location register platforms 32 or 34 or 

15 of which platform is responding to the message. Upon 
receipt of the message, the slave home location 
register platform 34 forwards the message to the 
appropriate application (step 92). The application 
then generates a response (step 94), and the response 

20 is forwarded back to the network 36 via the signal 
transfer points 38 and 40 (step 96) . 

With respect to the handling of a received message 
by the signal transfer points 38 and 40 after a failure 
of the master home location register platform 32, if 

25 the first signal transfer point 38 receives the message 
over link 44, it first attempts to route the message 
over communications link 54. If this fails, the first 
signal transfer point 38 passes the message to the 
second signal transfer point 40 via link 48 for 

30 transmission to the slave home location register 

platform 34 over communications link 56. Two paths are 
similarly provided to the slave home location register 
platform 34 from the second signal transfer point 40 
(link 56 or links 48 and 54) for carrying messages 

35 received over link 46. Thus, redundant/alternate 
communications paths are provided from the signal 
transfer points 38 and 40 for carrying messages to the 
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slave home location register platform 34 following 
master platform failure. This data link redundancy 
provides alternate message paths and addresses concerns 
over potential communications link failures that would 
5 otherwise prevent the network 3 6 from accessing an 
operating slave home location register platform 34. 

It is possible for messages to be received from 
the network 3 6 and transmitted automatically by the 
signal transfer points 38 and 4 0 to the slave home 

10 location register platform 34 (following master 

platform failure) before the administrator 58 has had a 
chance to reconfigure the system. In that case, the 
messages are discarded by the slave home location 
register platform 34 upon receipt because the slave 

15 platform has not yet been designated to handle network 
service requests. These discarded messages must be 
retransmitted by the network 36. Discovery of the 
discarded messages is generally made when the 
designated time-out for the message expires without 

20 network reception of a response from the home location 
register. 

Reference is now made to FIGURES 2 and 5A, wherein 
FIGURE 5A is a flow diagram illustrating the processing 
steps of one method for restoring accurate and up-to- 

25 date subscriber data in the failed master home location 
register platform 3 2 in the system of FIGURE 2. The 
subscriber data that is updated in the master home 
location register platform 3 2 comprises primarily the 
dynamic data which was affected by the interim handling 

30 of service requests by the slave home location register 
platform 34. 

The master home location register platform 32 is 
first disconnected from the signal transfer points 38 
and 40 (step 98) . The master home location register 
35 platform 32 is then reloaded with its last back-up and 
subscriber data dump (step 100) . Next, dynamic data is 
transferred from the slave home location register 
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platform 34 to the master home location register 
platform 32 (step 102) by loading the slave platform's 
last subscriber data dump into the master platform, 
dumping the slave platform's dynamic data, and loading 
5 the dumped data into the master platform. The 

administrator 58 then reconfigures the home location 
register platforms 32 and 34 by again designating the 
master home location register platform 3 2 to service 
all network request messages (step 104). Restoration 

10 concludes when the master home location register 
platform 32 is reconnected to the signal transfer 
points 38 and 40 (step 106) . Preferably, at a time 
prior to beginning platform handling of network service 
requests, the master home location register platform 32 

15 propagates an "Unreliable-Roamer-Data-Directive" to 

acquire and store accurate mobile station 24 locations. 
A data dump from the master home location register 
platform 32 may also be performed at this time in case 
the platform should immediately fail again. 

20 In FIGURE 5B, another method for restoring the 

subscriber data of the failed master home location 
register platform 32 is shown. This method is 
particularly applicable to handling situations where 
the slave home location register platform 34 fails 

25 before the restoration of the master platform 32 is 
completed. In accordance with this method, when the 
slave home location register platform 34 takes over for 
a failed master home location register platform 32, all 
dynamic data in the slave platform modified by the 

30 processing of a network service request during the 

interim period is marked (flagged) as new data (step 
108) . When the master home location register platform 
32 is brought back on-line, the master platform is 
reloaded with its last back-up and subscriber data dump 

35 (step 110). If the slave platform 34 then fails prior 
to restoration of dynamic data, the master platform 32 
handles service request messages as best as possible 
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(step 112) . When the slave platform 34 is brought back 
on-line, only the marked dynamic data is transferred 
from the slave home location register platform 34 to 
the master home location register platform 32 (step 
5 114) by dumping the slave platform's marked dynamic 
data, and loading the marked data into the master 
platform. The administrator 58 then reconfigures the 
home location register platforms 3 2 and 3 4 by 
designating that the master home location register 

10 platform 32 serves network requests (step 116) * 

Restoration concludes when the master home location 
register platform 3 2 is reconnected to the signal 
transfer points 38 and 40 (step 118) and begins 
handling network service requests. 

15 Failure of the slave home location register 

platform 34 while the master home location register 
platform 32 is in operation does not present a critical 
problem since processing of service request messages 
continues without interruption. The master home 

20 location register platform 32, however, then operates 
without any back-up. The procedures of FIGURES 5A and 
5B are also used to handle the restoration of the slave 
home location register platform 3 4 subscriber data from 
the master home location register platform 32 

25 subscriber data when the slave platform returns on- 
line. 

Referring now to FIGURE 6, there is shown a block 
diagram of a second embodiment of the present invention 
wherein the mobile switching center includes redundant 

30 home location register platforms 18" comprising a first 
home location register platform 32' and a second home 
location register platform 34' in a load sharing 
configuration as will be described in more detail 
herein. In FIGURE 6, identical reference numerals 

35 refer to like or similar components as shown in the 
system of FIGURE 2. The home location register 
platforms 32 1 and 34 1 include alarms 42 and interface 
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with the network 3 6 of the mobile switching center 
through a pair of signal transfer points 3 8 and 40. 
Thus, even though they are normally serviced by only a 
designated one of the platforms 32* or 34', all 
5 subscribers are connected to both platforms through the 
signal transfer points 38 and 40. In this connection, 
it should be recognized that the signal transfer points 
38 and 40 render the existence of multiple home 
location register platforms 32' and 34' transparent to 

10 the network 36. By "transparent" it is meant that the 
network 36 is unaware of either the existence of 
multiple home location register platforms 32' or 34 1 or 
of which platform is responding to network service 
request messages • 

15 The network 3 6 is connected to the first signal 

transfer point (STP1) 38 via communications link 44, 
and is connected to the second signal transfer point 
(STP2) 40 via communications link 46. Another 
communications link 4 8 is provided between the first 

20 and second signal transfer points 38 and 40. The first 
home location register platform 3 2 • is connected to the 
first signal transfer point 38 via communications link 
50, and is connected to the second signal transfer 
point 40 via communications link 52. Similarly, the 

25 second home location register platform 34 1 is connected 
to the first signal transfer point 38 via 
communications link 54, and is connected to the second 
signal transfer point 40 via communications link 56. 
The first home location register platform 32 1 and the 

30 second home location register platform 34' are further 
connected to a home location register administrator 58 
through an interface 60 and a pair of communications 
links 62 and 64. The interface 60 facilitates 
concurrent administrator 58 communications access to 

35 both the home location register platforms 32 1 and 34 1 . 
A pair of communications links 120 and 122 connect 
between the first and second home location register 
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platforms 32 1 and 34'. Although shown as single links, 
the communications links shown in FIGURE 6 may comprise 
multiple links as necessary. 

The first and second home location register 
5 platforms 32' and 34 1 are each given the responsibility 
for handling (i.e., processing and responding to) 
network communications service requests for only a 
portion of the total subscriber population (commonly 
referred to as "own subscribers") serviced by the 

10 mobile telephone network. In this connection, it 
should be noted that the number of own subscribers 
assigned to each home location register platform in 
this embodiment could be limited to approximately one- 
half of platform processor load capacity in case the 

15 platform processor is required to assume processing 
responsibilities for the own subscribers of a failed 
platform. Limitation of loading in this manner helps 
prevent overloading of a single platform in the event 
another platform fails. 

20 In operation of the system, as will be described 

in more detail herein, all service requests are routed 
by the signal transfer points 38 and 40 to the 
appropriate one of the first and second home location 
register platforms 32 1 and 34 1 designated to handle the 

25 request. Thus, the multiple home location register 
platforms share processing load responsibilities for 
the overall subscriber load of network service 
requests. The home location register platforms 32 1 and 
34 1 further copy relevant messages between each other 

30 in order to maintain dynamic data integrity and give 
each platform access to the information necessary to 
take over from another platform in the event of a 
platform failure. 

Reference is now made to FIGURES 6 and 7, wherein 

35 FIGURE 7 is a flow diagram illustrating the processing 
steps for handlings received service requests by the 
home location register platforms 32 1 and 34* in the 
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system of FIGURE 6. Each service request message 
includes a direct point code identifying the home 
location register platform 32' or 34 • designated for 
handling the message. In the shared load configuration 
5 of FIGURE 6, the home location register platform 32' or 
34* handles all messages of its own subscribers and/or 
as designated by the direct point code unless it is 
determined that the designated platform is not serving 
the network 36 (i.e., there is a platform failure). 
10 Accordingly, in step 124, the network administrator 58 
configures the home location register platforms 32' and 
34 • in a load sharing configuration by designating that 
each home location register platform serve only the 
network service request messages of its own 
15 subscribers. 

In response to the receipt of a message from the 
network 36, the signal transfer points 38 and 40 route 
the message to the home location register platform 32' 
or 34* designated by the direct point code of the 
message (step 126). For example, for a service request 
received over link 44 having a direct point code 
designating the first home location register platform 
32', the first signal transfer point 38 first attempts 
to route the message over communications link 50. If 
this fails, the first signal transfer point 38 passes 
the message to the second signal transfer point 40 via 
link 48 for transmission to the first home location 
register platform 32' over communications link 52. If 
the direct point code designates the second home 
30 location register platform 34', the message is routed 

over link 54 first, and, if that fails, then over links 
48 and 56. A similar routing procedure is followed for 
messages received over link 46. As shown, two 
alternate paths are provided to each home location 
35 register platform 32' or 34' from each of the signal 
transfer points 38 and 40, respectively, for carrying 
messages received from the network 36. This data link 
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redundancy provides alternate data paths and addresses 
concerns over potential communications link failures 
that would otherwise prevent access to an operating 
home location register platform 32' or 34". 
5 Upon receipt of the message, the designated home 

location register platform 32 1 or 34* forwards the 
message to the appropriate application (step 128) . The 
application processes the message and generates an 
appropriate response (step 130) . This response is 

10 forwarded by the home location register platform back 

to the network 36 via the signal transfer points 38 and 
40 (step 132) . 

The designated home location register platform 32 1 
or 34* further makes a determination as to whether the 

15 received message should also be sent to the other home 
location register platform (step 134) . This decision 
is made based on whether the processing of the message 
in the application will result in a modification of the 
stored dynamic data. If a modification in the stored 

20 dynamic data will occur, the designated home location 
register platform 32 1 or 34 • copies the message (step 
13 6) and directs the copied message over communications 
links 12 0 or 122 to the other home location register 
platform (step 138) . The other home location register 

25 platform 32 1 or 34 1 then responds to the message by 

processing the message in the application (step 140) , 
updating the dynamic data (step 142) and confirming 
message receipt with an acknowledgement sent to the 
designated home location register platform via 

30 communications links 120 or 122 (step 144) . 

Following processing of the received message in 
accordance with the steps described above, both home 
location register platforms 32' and 34' include the 
same stored dynamic data. In the event one of the home 

35 location register platform should thereafter fail, the 
other platform possesses all the dynamic data necessary 
to transparently take over responding to the network 
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service requests designated by the direct point code 
for that failed platform. 

Reference is now made to FIGURES 6 and 8, wherein 
FIGURE 8 is a flow diagram illustrating the processing 
5 steps for handling the failure of one of the home 

location register platforms 32' or 34 • , and for the 
handling by the other home location register platform 
of any service requests received thereafter. Following 
detection of a failure of one of the home location 
10 register platforms 32 • or 34* by either or both the 
administrator 58 or signal transfer points 38 and 40 
(step 14 6) , all incoming service request messages 
designated by their direct point codes for the failed 
platform are automatically and transparently rerouted 
15 by the signal transfer points 38 and 40 to the other 
(back-up) platform for servicing (step 148) . In this 
connection, "transparently" again means that the 
network 36 is unaware of the existence of multiple home 
location register platforms 32' and 34' or of which 
20 platform is responding to the message. Upon receipt of 
the message, the other home location register platform 
32 • or 34 • forwards the message to the appropriate 
application (step 150) . The application then generates 
a response (step 152) that is forwarded back to the 
25 network 36 via the signal transfer points 38 and 40 
(step 154) . 

With respect to the handling of a received message 
by the signal transfer points 38 and 40 after a 
platform failure, for example, if the first signal 

30 transfer point 38 receives a message designated for the 
failed first home location register platform 32', the 
first signal transfer point 38 first attempts to route 
the message over communications link 54. If this 
fails, the first signal transfer point 38 passes the 

35 message to the second signal transfer point 40 via link 
48 for transmission to the second home location 
register platform 34 • over communications link 56. A 
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similar routing procedure is followed for messages 
received by the second signal transfer point 40 and/or 
designated for the second home location register 
platform 34 1 . This redundancy in available data links 
5 provides alternate data paths and addresses concerns 
over potential communications link failures that 
otherwise would prevent access to an operating home 
location register platform 32' or 34 1 . 

It is possible for messages to be sent by the 

10 network 36 prior to platform failure, but not received 
or handled by the time the designated platform fails. 
In that case, the messages are not processed by the 
platform and no response is generated. In order to 
obtain a response, these messages must be retransmitted 

15 by the network 36. Discovery of the need to retransmit 
is generally made when the designated time-out for the 
message expires without network reception of a response 
from the home location register. 

Reference is now made to FIGURES 6 and 9A, wherein 

20 FIGURE 9A is a flow diagram illustrating the processing 
steps of one method for restoring accurate and up-to- 
date subscriber data in the failed home location 
register platform 32 1 or 34 1 in the system of FIGURE 6. 
This method is advantageously used following a 

25 relatively short duration failure of one of the home 
location register platforms 32' or 34 • to update the 
platform as to the dynamic data affected by the interim 
handling of service requests by the other home location 
register platform while operating as a back-up. 

30 The failed home location register platform 32' or 

34 1 is first disconnected from the signal transfer 
points 38 and 40 and from the other platform (step 
156). The failed home location register platform 32* 
or 34 1 is then reloaded with its last back-up (step 

35 158). Next, the home location register platforms 32 1 
and 34 • are connected to each other (step 160). The 
back-up home location register platform then transmits 
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to the failed home location register platform all 
subscriber data which was modified after the start of 
the last data back-up, with a preference being given to 
the data of the failed platform's own subscribers (step 
5 162). Restoration concludes when the previously 
failed, and now up-dated home location register 
platform 32 ' or 34 ' is reconnected to the signal 
transfer points 38 and 40 (step 164). A data dump from 
the home location register platform prior to beginning 
10 handling network service requests may be performed at 
this time in case the platform should immediately fail 
again. 

In FIGURE 9B, another method for restoring the 
subscriber data of the failed home location register 

15 platform 32' or 34' is shown. This method is 

advantageously used following a relatively long 
duration failure of one of the home location register 
platforms 32' or 34 • because such an up-date typically 
involves transfer of almost all of the data base of the 

20 other home location register platform operating as a 
back-up. The failed home location register platform 
32' or 34' is first disconnected from the signal 
transfer points 38 and 40 and from the other platform 
(step 166). The failed home location register platform 

25 32' or 34' is then reloaded with its last back-up (step 
168). Next, the subscriber data of the other home 
location register platform is dumped and loaded into 
the failed home location register platform (step 170) . 
The home location register platforms 32 • and 34* are 

30 then connected to each other (step 172) , and the other 
home location register platform transmits to the failed 
home location register platform all dynamic data which 
was modified after the start of the last back-up, with 
a preference being given to the data of the failed 

35 platform's own subscribers (step 174). Restoration 

concludes when the previously failed, and now up-dated 
home location register platform 32' or 34 • is 
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reconnected to the signal transfer points 38 and 40 
(step 17 6) . Again, a data dump from the previously 
failed, and now restored home location register 
platform may be performed prior to handling service 
5 request messages. 

Referring now to FIGURE 10, there is shown a block 
diagram of an alternative configuration of the second 
embodiment of the present invention for linking more 
than two redundant home location register platforms 

10 32', 33' and 34 1 configured in a load sharing 

relationship. In this FIGURE 10, identical reference 
numerals refer to like or similar components as shown 
in the system of FIGURE 6. With multiple home location 
register platforms in a load sharing configuration, 

15 each platform could be assigned to handle only a 

portion of the overall subscriber load (approximately 
one-third in this configuration) . An additional signal 
transfer point 3 9 • is also included for each added home 
location register platform. To facilitate 

2 0 communications between the included home location 

register platforms, a circular communications link is 
provided comprising links 120', 121 1 and 122'. 
Operation and restoration of the home location 
platforms is performed in a manner similar to that 

25 illustrated in FIGURES 7-9B for the system of FIGURE 6. 

Although preferred embodiments of the method and 
apparatus of the present invention have been 
illustrated in the accompanying Drawings and described 
in the foregoing Detailed Description, it will be 

30 understood that the invention is not limited to the 
embodiments disclosed, but is capable of numerous 
rearrangements, modifications and substitutions, 
including use with the visitor location register or 
with other types of data base systems requiring 

35 redundancy of both hardware and data, without departing 
from the spirit of the invention as set forth and 
defined by the following claims. In particular, it 
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will be understood that the method and apparatus of the 
present invention are applicable to any node in a data 
communications system and/or any data base system 
wherein redundancy as to both hardware and data is 
needed or useful. Accordingly, the foregoing 
description of the present invention in the context of 
redundant home location registers is by way of 
explanation of the invention rather than of limitation 
of the scope of the invention. 
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WHAT IS CLAIMED IS: 

1. A hardware and data redundant communications 
node, comprising: 

a master node platform for data communications 
processing; 

5 a slave node platform for back-up data 

communicat ions process ing ; 

means connected to both the master and slave node 
platforms for routing received data communications to 
the master node platform, and further including means 
10 responsive to a detection of a failure of the master 
node platform for routing said received data 
communications instead to the slave node platform; and 
means for forwarding data communications received 
and processed by the master node platform also to the 
15 slave node platform for processing to conform data 

stored in the slave platform with data stored in the 
master platform. 

2. The communications node as in claim 1 wherein 
the master and slave node platforms comprise redundant 
master and slave data bases in a communications system. 

3. The communications node as in claim 2 wherein 
the master and slave data bases comprise redundant 
master and slave location registers in a mobile 
switching center for a mobile telephone communication 

5 system* 

4. The communications node as in claim 1 further 
comprising means for restoring the accuracy of the data 
stored in the failed master node platform through a 
transfer of the data from the slave node platform to 

5 the master node platform following a master node 
platform failure. 

5. A method for redundant processing of data 
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comaunications in a communications node including a 
master node platform and a slave node platform that is 
10 a redundant back-up to the master node platform, said 
method comprising the steps of: 

routing all data communications to the master node 
platform for processing and generation of a response; 
and 

15 forwarding said routed data communications also to 

the slave node platform for processing and conforming 
modification of the data stored in the slave node 
platform to match the data stored in the master node 
platform* 

6. The method as in claim 5 wherein the master and 
slave node platforms comprise redundant master and 
slave data bases in a communications system. 

7. The method as in claim 6 wherein the master 
and slave data bases comprise redundant master and 
slave location registers in a mobile switching center 
for a mobile telephone communication system. 

8. The method as in claim 5 further comprising 

the steps of: 

monitoring for a failure of the master node 

platform; and 

5 responsive to such a failure, automatically 

routing all subsequent data communications to the slave 
node platform for processing, generation of a response 
to said subsequent data communications and modification 
of the data stored within said slave node platform. 

9. The method as in claim 8 further comprising 

the steps of: 

waiting for the master node platform to come back 

on-line; 

5 transferring data from the slave node platform to 
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the master node platform to restore accuracy of the 
data stored in the master node platform; and 

reconfiguring system operation to again route all 
data communications to the master node platform. 

10. A hardware and data redundant communications 
node, comprising: 

a first node platform assigned to process data 
communications for a first portion of a plurality of 
5 users; 

a second node platform assigned to process data 
communications for a second portion of the plurality of 
users; 

means connected to both the first and second data 
10 base platforms for routing first user data 

communications to the first node platform and for 
routing second user data communications to the second 
node platform, and further including means responsive 
to a detection of a failure of either of the first or 
15 second node platforms for routing the user data 

communications for a failed one of the first or second 
node platforms instead to an operating one of the first 
or second node platforms; and 

means for forwarding user data communications 
20 received and processed by either of the first or second 
node platforms also to the other of said first or 
second node platforms for processing to conform data 
stored in the first and second node platforms, 

11. The communications node as in claim 10 
wherein the first and second node platforms are 
redundant data bases in a communications system. 

12. The data base system as in claim 10 wherein 
the first and second node platforms are redundant 
location registers in a mobile switching center for a 
mobile telephone communication system. 
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13. The data base system as in claim 10 further 
comprising means for restoring the accuracy of the data 
stored in the failed one of the node platforms through 
a transfer of the data from the operating one of the 

5 node platforms to the failed one of the node platforms 
following a node platform failure. 

14. A method for redundant processing of data 
communications by a communications node including a 
first node platform assigned to handle first user 
communications and a second node platform assigned to 

5 handle second user communications, said method 
comprising the steps of: 

routing all first user communications to the first 
node platform for processing; 

routing all second user communications to the 
10 second node platform for processing; and 

forwarding said user communications routed to one 
of the node platforms also to the other the node 
platforms for processing to conform data stored in the 
first and second node platforms. 

15. The method as in claim 14 wherein the first 
and second node platforms are redundant data bases in a 
communications system. 

16. The method as in claim 14 wherein the first 
and second node platforms are redundant first and 
second location registers in a mobile switching center 
for a mobile telephone communication system. 

17. The method as in claim 14 further comprising 

the steps of: 

monitoring for a failure of either of the first or 

second node platforms; and 
5 responsive to such a failure, automatically 

routing all subsequent user communications for a failed 
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one of the first or second node platforms instead to an 
operating one of the first or second node platforms for 
processing* 

18. The method as in claim 17 further comprising 
the steps of : 

waiting for the failed one of the node platforms 
to come back on-line; 
5 transferring data from the operating node platform 

to the failed node platform to restore accuracy of the 
data stored in the failed node platform; and 

reconfiguring routing of user communications. 

19 A data base system providing hardware and 
data redundancy, comprising: 

a master data base platform for storing data and 
processing user service messages; 
5 a slave data base platform for back-up data 

storage and processing of user service messages; 

means connected to both the master and slave data 
base platforms for routing received user service 
messages to the master data base platform, and further 
10 including means responsive to a detection of a failure 
of the master data base platform for routing said 
received user service messages instead to the slave 
data base platform; and 

means for forwarding user service messages 
15 received and processed by the master data base platform 
also to the slave data base platform for processing to 
update data stored therein if processing of the 
messages in the master data base platform results in 
the modification of data stored in the master platform. 

20. The data base system as in claim 19 further 
comprising means for restoring the accuracy of the data 
stored in the failed master data base platform through 
a transfer of the data from the slave data base 
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5 platform to the master data base platform following a 
master data base platform failure. 

21. A method for redundant processing of user 
service messages in a data base system including a 
master data base platform and a slave data base 
platform that is a redundant back-up to the master data 

5 base platform, said method comprising the steps of: 
routing all user service messages to the master 
data base platform for processing and generation of a 
response ; 

determining whether said routed user service 
10 messages will, when processed by the master data base 
platform, result in a modification of data stored in 
the master data base platform; and 

responsive to an affirmative determination of 
modification, forwarding said routed user service 
15 messages also to the slave data base platform for 
processing and conforming modification of the data 
stored in the slave data base platform to match the 
data stored in the master data base platform. 

22. The method as in claim 21 further comprising 

the steps of: 

monitoring for a failure of the master data base 

platform; and 

5 responsive to such a failure, automatically 

routing all subsequent user service messages to the 
slave data base platform for processing, generation of 
a response to said subsequent user service messages and 
modification of the data stored within said slave data 
10 base platform. 

23. The method as in claim 22 further comprising 

the steps of: 

waiting for the master data base platform to come 

back on-line; 
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5 transferring data from the slave data base 

platform to the master data base platform to restore 
accuracy of the data stored in the master data base 
platform; and 

reconfiguring system operation to again route all 
10 user service messages to the master data base platform. 

24. The method as in claim 22 further comprising 
the steps of: 

flagging all data modified by the slave data base 
platform in processing of user service messages 
5 following failure of the master data base platform; 

waiting for the master data base platform to come 
back on-line; 

transferring flagged data from the slave data base 
platform to the master data base platform to restore 
10 accuracy of the data stored in the master data base 
platform; and 

reconfiguring system operation to again route all 
user service messages to the master data base platform. 

25. A data base system providing redundant 
hardware and data protection, comprising: 

a first data base platform assigned to process 
user service messages and to store user data; 
5 a second data base platform assigned to process 

user service messages and to store user data; 

means connected to both the first and second data 
base platforms for routing user service messages having 
a first destination code to the first data base 
10 platform and for routing user service messages having a 
second destination code to the second data base 
platform, and further including means responsive to a 
detection of a failure of either of the first or second 
data base platforms for routing the user service 
15 messages having a destination code identifying a failed 
one of the first or second data base platforms instead 
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to an operating one of the first or second data base 
platforms ; and 

means for forwarding user service messages 

20 received and processed by either of the first or second 
data base platforms also to the other of said first or 
second data base platforms for processing to update 
data stored therein if processing of the messages in 
the data base platform designated by the destination 

25 code results in the modification of the data stored in 
the designated platform. 

26. The data base system as in claim 25 further 
comprising means for restoring the accuracy of the data 
stored in the failed one of the data base platforms 
through a transfer of the data from the operating one 

5 of the data base platforms to the failed one of the 
data base platforms following a data base platform 
failure. 

27. The data base system as in claim 25 further 
comprising a communications link connecting the first 
and second data base platforms for carrying user 
service messages and stored data therebetween. 

28. A method for processing user service messages 
in a data base system including a first data base 
platform and a second data base platform, said method 
comprising the steps of: 

5 routing all user service messages having a first 

destination code to the first data base platform; 

routing all user service messages having a second 
destination code to the second data base platform; 
determining whether said routed user service 
10 messages will, when processed by one of the first or 

second data base platforms, result in a modification of 
data stored therein; and 

responsive to an affirmative determination of 
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modif ication, forwarding said routed user service 
15 messages also to the other one of the data base 

platforms to conform stored data in the other data base 
platforms* 

29. The method as in claim 2 8 further comprising 
the steps of : 

monitoring for a failure of either of the first or 
second data base platforms; and 
5 responsive to such a failure, automatically 

routing all subsequent user service messages having a 
destination code identifying a failed one of the first 
or second data base platforms instead to an operating 
one of the first or second data base platforms for 
10 processing and modification of the data stored therein, 

30. The method as in claim 29 further comprising 
the steps of: 

waiting for the failed one of the first or second 
data base platforms to come back on-line; 
5 transferring data from the operating data base 

platform to the failed data base platform to restore 
accuracy of the data stored in the failed data base 
platform; and 

reconfiguring system operation to again route all 
10 user service messages to the data base platform 
designated by the destination code. 

31. The method as in claim 2 9 further comprising 
the steps of: 

waiting for the failed one of the first or second 
data base platforms to come back on-line ; 
5 transferring data since data base platform failure 

from the operating data base platform to the failed 
data base platform to restore accuracy of the data 
stored in the failed data base platform; and 

reconfiguring system operation to again route all 
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10 user service messages to the data base platform 
designated by the destination code. 

32. A mobile telephone switching center home 
location register system providing hardware and data 
redundancy, comprising: 

a master home location register platform for 
5 storing subscriber data and processing service request 
messages ; 

a slave home location register platform for back- 
up storage of subscriber data and processing of service 
request messages ; 

10 means connected to both the master and slave home 

location register platforms for routing service request 
messages to the master home location register platform, 
and further including means responsive to a detection 
of a failure of the master home location register 

15 platform for routing said service request messages 

instead to the slave home location register platform; 
and 

means for forwarding service request messages 
received and processed by the master home location 

20 register platform also to the slave home location 

register platform for processing to update subscriber 
data stored therein if processing of the messages in 
the master home location register platform results in 
the modification of subscriber data stored in the 

25 master platform. 

33. The system as in claim 32 further comprising 
means for restoring the accuracy of the subscriber data 
stored in the failed master home location register 
platform following platform failure through a transfer 

5 of the subscriber data from the slave home location 

platform to the master home location register platform. 

34. The data base system as in claim 32 wherein 
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the means for routing includes: 

a first signal transfer point associated with the 
master home location register platform and connected to 
5 a network; 

a second signal transfer point associated with the 
slave home location register platform and also 
connected to the network; 

a communications link connecting between the first 
10 and second signal transfer points; and 

communications links connecting between each of 
the first and second signal transfer points and each of 
the master and slave home location register platforms. 

35* A mobile telephone switching center home 
location register system providing redundant hardware 
and data protection, comprising: 

a first home location register platform assigned 
5 to process service request messages for a first portion 
of a plurality of subscribers and to store subscriber 
data for all subscribers; 

a second home location register platform assigned 
to process service request messages for a second 
10 portion of the plurality of subscribers and to store 
subscriber data for all subscribers; 

means connected to both the first and second home 
location register platforms for routing service request 
messages having a first destination code to the first 
15 home location register platform and for routing service 
request messages having a second destination code to 
the second home location register platform, and further 
including means responsive to a detection of a failure 
of either of the first or second home location register 
20 platforms for routing the service request messages 

having a destination code identifying a failed one of 
the first or second home location register platforms 
instead to an operating one of the first or second home 
location register platforms ; and 
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25 



means for forwarding service request messages 
received and processed by either the first or second 
home location register platforms also to the other of 
said first or second home location register platforms 
for processing to update subscriber data stored therein 
3 0 if processing of the service request messages in the 
home location register platform designated by the 
destination code results in the modification of the 
subscriber data stored in the designated platform. 

36. The system as in claim 35 further comprising 
means for restoring the accuracy of the data stored in 
the failed one of the home location register platforms 
through a transfer of the subscriber data from the 

5 operating one of the data base platform to the failed 
one of the data base platforms following a data base 
platform failure. 

37. The system as in claim 35 further comprising 
a communications link connecting the first and second 
home location register platforms for carrying service 
request messages and stored subscriber data 

5 therebetween . 

38. The system as in claim 35 wherein the means 

for routing includes: 

a first signal transfer point associated with the 
first home location register platform and connected to 

5 a network; 

a second signal transfer point associated with the 
second home location register platform and connected to 
the network; 

a communications link connecting between the first 
10 and second signal transfer points; and 

communications links connecting between each of 
the first and second signal transfer points and each of 
the first and second home location register platforms. 
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39 . A method for operating a mobile telephone 
switching center home location register system 
including a master home location register platform and 
a slave home location register platform that is a back- 
5 up to the master home location register platform, said 
method comprising the steps of: 

routing all service request messages to the master 
home location register platform for processing and 
generation of a response; 
10 copying to the slave home location register 

platform those service request messages that when 
processed result in a modification of subscriber data 
stored in the master home location register platform to 
conform the subscriber data stored in the master and 
15 slave home location register platforms; 

monitoring for a failure of the master home 
location register platform; and 

responsive to such a failure / automatically 
routing all subsequent service request messages to the 
20 slave home location register platform for processing , 
generation of a response and modification of the 
subscriber data stored therein. 



40. A method for operating a mobile telephone 
switching center home location register system 
including a first location register platform that is 
own to a first portion of a plurality of subscribers 
5 and a second location register platform that is own to 
a second portion of the plurality of subscribers, said 
method comprising the steps of: 

routing all service request messages having a 
first direct point code to the first location register 
10 platform for processing and generation of a response; 

routing all service request messages having a 
second direct point code to the second location 
register platform for processing and generation of a 
response ; 
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copying between the location register platforms 
those service request messages that when processed 
result in a modification of subscriber data stored in 
the location register platform to conform the 
subscriber data stored in the first and second location 
20 register platforms; 

monitoring for a failure of either of the first or 
second location register platforms; and 

responsive to such a failure, automatically 
routing all subsequent service request messages having 
25 a direct point code identifying a failed one of the 

first or second location register platforms instead to 
an operating one of the first or second location 
register platforms for processing, generation of a 
response and modification of the subscriber data stored 
30 therein. 
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